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1. Executive Summary

Making a GT4 service receive WS-Notification notifications is tricky. Indeed, a WS-service
has no permanent existence; a WS-service is a service/resource pair, which is coupled on-
demand. Assuming that such a pair is available for a long time is bad practice: computers
hosting the pair may crash. The programming model proposed below addresses this issue,
by presenting how a service can generate stand-alone listener threads, which must contain
the necessary logic to re-instantiate the destination service/resource pair when a previous
instance is no longer available. The client code is provided in Annex A.

The proposed programming model relies on the GT4 framework capabilities. This allows for
fault-tolerance and scalability to be handled by the container, not the services. But it may
provoke a performance draw-back, which would need to be evaluated. A variation of the
model is also presented for completeness, even though it is not recommended as it doesn’t
provide such clear separation of concern.
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2. Introduction

2.1 Purpose

This document presents how a Web Service implemented under GT4 can receive WS-
Notification notifications, preserving the service (stateless) and resource (state container)
separation, and making sure the listener is independent and located in the web service
container.

2.2 References
[1] Globus: WSRF - The WS-Resource Framework, http://www.globus.org/wsrf/

[2] lan Foster et. al, Modelling Stateful Resources with Web Services, Version 1.1,
03/05/2004, http://www-128.ibm.com/developerworks/library/ws-resource/ws-modeling

resources.pdf

[3] Borja Sotomayor, The Globus Toolkit 4 Programmer's Tutorial, 2004,
http://gdp.globus.org/gt4-tutorial/multiplehtml/index.html

[4] Borja Sotomayor, Lisa Childers, Globus® Toolkit 4 : Programming Java Services,
Morgan Kaufmann; 1% Edition (December 16, 2005)

[5] "Using Eclipse to develop grid services" of IBM developerWorks, tutorial combining
GT4, apache tomcat and eclipse for integrated development. One version can be found
at www.datamininggrid.org/wdat/works/att/ljudoc005.content.05301.pdf

[6] Globus Documentation: Section 5.2.1.2. Setting up and receiving notifications
(Notification Consumer)
http://globus.org/toolkit/docs/4.0/common/javawscore/developer-index.html

2.3 Definitions

Special attention should be cast upon the WSRF concepts. This is presented clearly in
Chapter 4 of [4]. In the rest of this document, the following (simplified) definitions will be
used:

A resource is an independent entity stored by the container which stores state
information.

A Web Service is a stateless open standards interface allowing to access web-based
applications.

A WS-Resource is the pairing of a Web-Service with a resource, effectively making
the pair accessible and stateful.

The short name service is used herein to describe an instance of a WS-Resource.
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3. Design

GT4 has extensive documentation on how a service can be used as a WS-Notification
server, and how to create a stand-alone client (for example, from the command-line). But
receiving notifications from a service carries a different execution context, and is not
addressed in the documentation. So the following section presents the architecture enabling
a service to react on the reception of WS-Notifications.

3.1 High level architecture

The reader should read the official GT4 documentation on using WS-Notifications [6]. The
creation of a WS-Notification client seems quite straight-forward. But the documentation does
not contemplate the fact that a Web Service must remain stateless, that the resource cannot
have an activity of its own and should only be accessed through the corresponding service.
This constraining design leaves no room for a background activity, acting as a notification
client, which needs to be perpetually idle, listening to its notification server, and performing
some action on receiving notifications.

A solution is proposed in Figure 1. GT4 provides a container to store independent notification
clients, which can be understood from the documentation as on-the-fly services. For a
service needing to receive notifications, such a client is generated, with the task of calling
back the service/resource pair through its normal WS interface. This solves the problem
highlighted in the previous paragraph, and preserves the access of resources through their
canonical access. This allows using the container’'s fault-tolerance, load-balancing and
scalability capabilities transparently. This is performed through the inexistence of the hard
link between the notification client and the resource on which it must act upon.

Notification Independent

Producer Notification Client

Notifications

Service ResoUrce Stand-alone thread
Service esource
in GT4 container
Non-WS-Service call Standard
WS-Service call
Notification
Non-WS Receiver
application

Service Resource

Figure 1 High-level view of the separation of Service and Notification reception
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3.2 A notification client

A notification client skeleton is given in [6]. In the context of this paper, we suggest that a
client should be an extension of the abstract class Noti fi cati onSubscri ber (presented in
Annex A). This instance will execute in the GT4 container (ie independent of the original
thread). The notifications are received through calls to its method

del i ver (List, EndpointReferenceType, Object)

This method is flagged as abstract in the class Noti fi cati onSubscri ber. The extension
must implement it, and do the needed logic on the notification object.

3.3 A service receiving notifications

When a service wants to be able to react on WS-notification reception, it should create a new
instance of a notification client, as described above in section 3.2. This will execute as a
thread in the GT4 container (ie separated from the service), and will be the one receiving the
notifications through calls to its method

del i ver (List, EndpointReferenceType, Object)

This method should perform the resulting operations. In the case where we actually want a
service to react on that notification, we recommend making the calls to the service through its
WS interfaces. Implementation shortcuts taking advantage of possible collocation of resource
object and notification client thread should be avoided, as they risk coming short of properly
reacting to container behaviour for load-balancing, scalability and fault-tolerance.
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4. Possible critics

4.1 Performance hit
Globus WS-Notifications are slow.

In a simple server/client setup (the client is not a service, the implementation is made
following the example defined in [6]), the time between notification emission and notification
reception is very variable, and has been measured, on a server prepared for this testing
purpose, to be around 2 seconds, with various events lasting more than 10 seconds. This
observation must be taken into account, and WS-Notification should not be used if the
system implemented is to be reactive. Real-time or near-real-time systems are totally out of
reach.

When implementing the design shown in this paper, a new object is created, and the
container probably handles it as a new Thread. Upon reception of the notification, the
service/resource pair, if un-available, must be recreated, and then the WS-call can be
performed. The two operations are time-consuming, and add overhead to the initial
notification reception process. If the service is implemented as only an interface to another
application (database, legacy application, combination of other services, etc.), this overhead
can be spared by implementing directly in the notification client the call to the other
application. Duplication of code must be limited to the minimum (calls to other applications
should be contained within a class shared by client and service).

4.2 Division of service logic

The service logic is not split between the notification client and the original service
implementation. The notification client is only meant to be a proxy to the service, and its
implementation should be as minimalistic as possible, relying on the service to perform the
business logic. All the code defining behaviour upon reception of notifications should belong
to the service code.

4.3 Service-as-Client

One another possible implementation can also rely on registering the service itself as the
WS-Notification client. The service should get its resource from the context, and as such can
implement directly the deliver interface. The service then has a bit more logic in it, as it
contains the listener and the logic. The question which arises in this case is how the service
is stored by the container: the service exists in its usual location as a service instance (it has
been created and used by its creation call, with its resource), but is also referenced in the
“on-the-fly” service location, which is meant to contain notification clients.

public class MyService inplenents NotifyCallback {

public MyReturnObject nmyMethod( Myl nput Gbj ect x) {
MyResource r = get Resource();
/1l do any treatnment involving the resource and the input
MyRet urnObj ect o = new MyReturnQbj ect ();
/'l set return val ues
return o;
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}

public void deliver(List topicPath,
Endpoi nt Ref erenceType producer, Object nessage) {

}

public void subscribe(Endpoi nt Ref erenceType epr,
GSSCredential cred, Calendar expiration) {

}
/**
* Private nethod that gets a reference to the resource
* specified in the endpoint reference.
*/
private MyResource getResource() throws RenoteException {
bj ect resource = null;
try {
resource =
Resour ceCont ext . get Resour ceCont ext () . get Resour ce();
} catch (NoSuchResour ceException e) {
t hrow new Renot eExcepti on(
"Specified resource does not exist", e);
} catch (ResourceCont ext Exception e) {
t hrow new Renot eExcepti on(
"Error during resource |ookup", e);
} catch (Exception e) {
t hrow new Renot eException("", e);
}

MyResour ce nmyResource = (MyResource) resource
return nyResource

Some may argue the solution of section 3 is an unnecessary indirection. In any case, the
design must contemplate the possibility of hardware failure, possibly between calls. The
implementation must rely on the fault-tolerance capabilities of the container, and should allow
failures to be without impact.
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Annex A.NotificationSubscriber.java

i mport java.rmn . RenoteException

i mport javax.xm . namespace. QNane
i mport javax.xm .rpc. Servi ceException

i mport org.apache. axi s. nessage. addr essi ng. Endpoi nt Ref er enceType;
i mport org.apache. axi s.types. URlI . Mal f or redURI Excepti on

i mport org.apache. conmmons. | oggi ng. Log;

i mport org.apache. conmons. | oggi ng. LogFact orvy;

i mport org.globus.wsrf.NotificationConsurmer Manager

i mport org.globus.wsrf.NotifyCallback

i mport org. gl obus. wsrf.ResourceException

i mport org. gl obus. wsrf.WSNConst ant s;

i mport org. gl obus. wsrf.container. Contai ner Exception

i mport org.globus.wsrf.core.notification.Subscripti onManager

i mport

org. gl obus. wsrf.core.notification.service. SubscriptionManager Servi ceAddr ess
i ngLocat or;

i mport org.oasis.wsn.NotificationProducer

i mport org.oasis.wsn. Subscri be;

i mport org.oasis.wsn. Subscri beResponse;

i mport org.oasis.wsn. Topi cExpressi onType;

i mport org.oasis.wsn. WsBaseNoti fi cati onServi ceAddr essi ngLocat or;
import org.oasis.wsrf.lifetine.Destroy;

/1 inmport de.hlrs.beingrid.slaaccounting.util.CientHelpers;

/**

* Create a container which is independent of its instantiator, and then

* acts upon receiving notifications.

* @ee NotifyCall back#deliver(java.util.List,

* Endpoi nt Ref erenceType, bj ect)

* This class is inplenented as described in

*http://gl obus.org/tool kit/docs/ 4.0/ comon/javawscor e/ devel oper -i ndex. ht n
* gsection 5.2.1.2. Setting up and receiving notifications

* (Notification Consuner)

**/

public abstract class NotificationSubscriber inplenments NotifyCallback {
private final Log |ogger = LogFactory.getLog(this.getd ass());

private Notificati onConsuner Manager consuner = null
privat e Endpoi nt Ref erenceType consuner EPR = nul |
private Subscri beResponse subResponse = nul | ;
private bool ean successfull yStartedConsuner = fal se

public void startConsuner() {
try {
consuner = NotificationConsuner Manager. getl nstance();
/'l maybe replace this with new
/'l ServerNotificationConsuner Manager () ?

© BEINnGRID consortium Page 10 of 13



N
PSRN
9 ol

"
+
-+
>
BENGRID _
Implementation Pattern

try {
consumer . startLi stening();

} catch (ContainerException e) {
| ogger.error("Cannot create " +
"Noti ficati onConsunmer Manager", e);
return;

}

| ogger.info("Notification Consuner is |istening:"
+consuner . get URL());

try {
consuner EPR =

consuner. createNotificati onConsuner(this);
} catch (ResourceException e) {
| ogger.error("Cannot create notification consuner”
e);
return,

successful | yStart edConsuner = true;
} finally {
/[l clean up in case any step failed
if ( successfullyStartedConsuner ) return;

try {
if ( consunerEPR !'= null )

Not i fi cati onConsumner Manager . get | nst ance()
.renoveNoti fi cati onConsuner (consuner EPR) ;
} catch (ResourceException e) {
| ogger.error("Error during cleanup", e);

} finally {
consuner EPR = nul | ;
}

try {
if ( consuner != null )

consumer . st opLi st eni ng() ;
} catch (ContainerException e) {
| ogger.error("Error during cleanup", e);

} finally {
consuner EPR = nul | ;
}

}

public void subscribe(
Endpoi nt Ref erenceType notifi cati onProducer EPR,

QNare topic) {
if (! successfullyStartedConsuner )
throw new || 1 egal St at eExcepti on(" Subscri ber not started"+

" (see start())");

/'l subscribe to call back

Topi cExpressi onType t opi cExpression =
new Topi cExpressi onType();

try {
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t opi cExpressi on. set Di al ect (
WBNConst ant s. SI MPLE_TOPI C_DI ALECT) ;
} catch ( Mal fornedURI Exception e ) {
| ogger. error (" CANNOT HAPPEN');
t hrow new Runti meExcepti on(" CANNOT HAPPEN', e);
}

t opi cExpr essi on. set Val ue(t opi c);

Subscri be request = new Subscri be();
request. set UseNot i f y( Bool ean. TRUE)

request . set Consumer Ref er ence( consuner EPR)
request. set Topi cExpr essi on(t opi cExpressi on);

Noti fi cati onProducer prod = null
try {

prod = new W5BaseNoti fi cati onServi ceAddr essi ngLocat or ()

.getNotificationProducerPort(notificationProducerEPR)

} catch (ServiceException e) {

| ogger.error("Cannot create port for specified "

+"producer epr", e);
return;

}

/1 dientHel pers. makeSecure((Stub)prod);

try {
subResponse = prod. subscri be(request);
} catch (RenoteException e) {

| ogger.error("Cannot subscribe to topic + " + topic, e);
return;

}

public void unsubscribe() {
/'l cl eanup
try {
if ( subResponse != null ) {
Subscri pti onManager Ser vi ceAddr essi ngLocat or sLocator =
new Subscri pti onManager Ser vi ceAddr essi ngLocat or () ;
Subscri pti onManager nanager =
sLocat or. get Subscri pti onManager Port (
subResponse. get Subscri pti onRef erence());
/1 dientHel pers. makeSecur e( (St ub)manager);
manager . destroy(new Destroy());

}
} catch ( Exception e ) {
| ogger.error("Error during unsubscribe", e);

} finally {
subResponse = nul | ;
}

}

public void stopConsuner() {
successful l yStartedConsuner = fal se;

try {
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if ( consunerEPR !'= null )
Not i fi cati onConsumner Manager . get | nst ance() .
renoveNoti fi cati onConsuner (consuner EPR) ;
} catch (ResourceException e) {
| ogger.error("Error during unsubscribe", e);
} finally {
consumer EPR = nul | ;
}
try {
if ( consuner != null )
consumer . st opLi steni ng() ;
} catch (ContainerException e) {
| ogger.error("Error during unsubscribe", e);
} finally {
consumer EPR = nul | ;
}
}
/**

* The deliver nethod is the one which should be inpl enented,
* and which is called upon W5s-Notification reception.
**/
/*
@verride
public abstract void deliver(List arg0, EndpointReferenceType argl,
hj ect arg2) {
}
*/
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